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Be/lylleH OpraHu3auny — geaepaibHoro roCYAapCTBEHHOI 0 KA3€HHOI'0
00PA30BATENLHOIO YU PEKACHHS BLICIIET0 odpazoBanusi «OMckas akageMust
Munucrepersa BHYTpeHHHUX 1en1 Poceniickoii ®exepaunun» na AHCCepPTALHIO
CronGosoii Hataibu AslekceeBHb «MeTtoauka paceienoBanus HE3AKOHHOI0
060poTa orHecTpeabHOIo OPY’KHsi C HCNOJIB30BAHHEM HH(OPMALIMOHHO-
TEJIEKOMMYHHKAUHOHHBIX CeTel, B TOM YHC/Ie COTH «HuTepuer»y,
MPEACTABJICHHYIO HA COHCKAHME YYEHO# CTeneny KAaHAHAATA IOPHIHYECKHX
HAayK M0 HAY4YHOH cneuHaJabHOCTH 5.1.4. Yro/10BHO-NIpaBOBbIE HAYKH
Huccepranus  CronGosoit Haransu AIIEKCEEeBHBl MpeNCTaBIseT coboii
CaMOCTOATEILHOE TEOPETUKO-IIPHKIATHOE UcCIeI0BaHue METOIMKH
pacclieioBaHKsi  HE3aKOHHOIO obopoTa  orHecTpenbHOro Opy»kKHs ¢
HCIOJb30BaHHEM MH(OPMALHOHHO-TENEKOMMYHHKAIIHOHHBIX ceTed, B TOM 4ucIie
cetu «MHuTepHeT», pesysprar KOTOpOro Haien OTpaXkeHHe B MpemiokKeHUSIX
TCOPETHYECKOr0 M NPaKTHYECKOro XapakTepa,  OpHEHTUPOBAHHOIO  Ha
(OpMHpOBaHKE CHCTEMHOrO 3HAHMS O METOIMKH paccile/IOBaHUSI HE3aKOHHOI'O
000poTa orHecTpenbHOrO OpYXud ¢ ucnonp3oBanueM IT-TexHonOrMi, a Takke B
Pa3paboTke TeOpeTHYeCKOi OCHORH] ATl yCTPaHEHHUs MPOOENOB B YTONOBHOM U
YTOJIOBHO-NpOLIECCYalbHOM  3aKOHAX, B  Ie/isix CBOCBPEMEHHOIO  BBISIBIICHMUS,
Ka4eCTBEHHOIO paccie 0Batus 1 MIPEAYNIPEIKACHUS TAHHbIX TIPECTYIUICHUIA.
AKTyalbHOCTb TEMBI. [pectynnenus, cszannsie c HE3aKOHHBIM 060POTOM
OTHECTPENBLHOr0 OpYIKUS C MCITOJIb30BaHUEM HH(POPMALIHOHHO-

TEJ]QKOMM)/HHK&HHOHHI:IX ceTei, B TOM HHCJIE CETHU ((”HTE].’)HG?T»,

XapPaKTePU3YIOTCsl BBICOKUM YPOBHEM JIATCHTHOCTH, NPECTYIUIEHHUs! COBEpPIIAIOTCS




2

CKPBITHO M HE PErMCTPHUPYIOTCS MPaBOOXPAHHTEIbHBIMH opraHamu. Bricokuii
YPOBCHL  JIATCHTHOCTH  yCyryOisieTcss  UCITOJIb30BAHHEM MpecTyNMHHKaMH
HH(popMauHOHHO-TeJIeKOMMyHHKauHOHHbIX TEXHOJIOTUH,  4TO  MO3BOJISIET
o0ecnevnBaTh aHOHMMHOCTH JIeHCTBUL MPECTYIMTHUKOB B cdepe HEe3aKOHHOTO
000pOTa  OrHECTPENBHOTrO opyiHs.  Hcmonb3opaHue — WH(MOPMALUOHHO-
TEICKOMMYHUKAMOHHBIX CeTel, B TOM yucie cetu « MHTepHeT, IIPH COBEpUIEHHUH
HE3aKOHHOIO 000pOTa OTHECTPENBHOIO OPYKHS, SBISETCS KBaTM(DULIUPYIOLIUAM
npusHakoM cT. 222 YK P®, a He3akoHHBI COBIT OTHECTPEJIBHOTO OpPYKHS C
MOMOLLUBIO TAKHUX CETEH OTHECEH 3aKOHOJATENeM K KaTeropHH 0cob0 THKKOIO
Ipecrymienus. IlpuoGpetenne oruectpensHOro opyxus, Haxodsulerocs B
HC3aKOHHOM ~ 000pOTe MO3BOISET MPeCTYIHHWKAM HCHOJb30BaTh ero bl b
COBCPUICHHA  TKKMX M 0c000  TSKKAX  TNPecTYIUICHHH,  BKIIOYas
TEPPOPUCTHYUECKHE aKThl, XapaKkTepU3yIOIIHeCs BbICOKOM CTENEHBIO
OOILECTBEHHOH  OMAaCHOCTH W MPUBOJSAIIME K OOJIBIIOMY  KOJHYECTBY
HCIOBEYECKMX  XKEPTB. AKTYanbHOCTh W30paHHOH aBTOpOM npoOeMaTHKH
000CHOBaHa TIOUCKOM MyTei ONTUMM3ALMH HCIIOB30BAHMUS KPUMHHATUCTHYECKUX
3HaHMH B MOBBILUEHUM  S(PPEKTHBHOCTH  IesTelbHOCTH COTPYIHHUKOB
TTPaBOOXPAHUTEIILHBIX OPraHOB I10 PAacCIeIO0BAHMIO TPECTYIHON AeATeNbHOCTH
TPpaHCHALlMOHAIBHEIX KPHUMHHAJIEHBIX COO6I_LICCTB, KOTOpbIC [1J1sd COBEpPILUCHHA
MPECTYIIICHUH HMCIONb3YIOT MH(OPMALIHOHHO-TETEKOMMYHUKALIMOHHBIE CETH, B
TOM uucine cetb «MHTepHETY.

Bce Bbleckasannoe CBUICTENBCTBYET O HEOOXOJMMOCTH KOMILIEKCHBIX
MCCIIel0BAHUK B 1aHHOH obnactu, 06 OMpejie/leHHH MeTOIHKH paccrnenoBaHus
HE3AKOHHOr0  00OpOTa  OTHECTPENBHOTO  OPYKHA ¢ HCIOJIB30BAHHUEM
MH(OPMAILIMOHHO-KOMMYHHKALMOHHBIX CeTed, B ToM uucrie cetn «MHTepHer».
O6o3HauEeHHbIE BONPOCHI MOATBEPKAAIOT aKTyallbHOCTh TEMbI UCCJIEJOBAHHS.

Hayunas wnoBusma amccepraumu npenonpeneneHa TeMm, 4to B pabore
TIPOBEICHO  KOMIUICKCHOE ~ HCCIENOBAHHE TEOPETHYECKHX U IPAKTHYECKHUX
ACINICKTOB, CBA3aHHbLIX C paccie/l0BaHMeM HE3aKOHHOro 06opoTa OTHECTPEIBLHOIro

OPY’KHs C HCONB30BAHMEM MHOPMALHOHHO-TENEKOMMYHHKAIIMOHHBIX cereit, B
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TOM uHcne cetn «HHTepHer», B KOTOpOM BBIjEsEHBI [ICPBOHAYAJIbHBIH U
MOCICAYIOIMH  3Tallbl  paccle/lOBaHHA W H3y4eHa HX npobnematuka. Ilo
pe3yJibTaTaM MCCIEI0BaHUs JMCCEPTAHTOM BBISBIEH MEXaHH3M HCIIOJIb30BAHHS
HH(OPMALMOHHO-TeTeKOMMY HUKALIHOHHBIX CeTeM, B TOM YHCIIe CeTH «MuTepHeTy,
lIpd  COBEPLICHHM  pPAaCCMATPUBAEMOrO  BHIA  IPECTYIIEHHH.  PackpsiThl
OCOOCHHOCTH M MPEUIOKEHbI KPUMUHAIMCTHYCCKHE pPEKOMEHJalUU MO PelleHHIO
OpraHH3allMOHHBIX 3a1a4 NpPEeABAPUTENEHOIO PACC/IeOBAHHA H HMCIIONB30BAHMS
COCUMANBHBIX  3HAHWH IIPH  pAcCleNOBaHMM MpEeCTYNIeHHH JaHHOTO BHAA.
CdopmynupoBaHbl TeopeTHdeckue MONOKEHHS U NPaKTHYECKHE PEeKOMEHIALMH,
HATpPABICHHBIC  HA  COBEPLICHCTBOBAHHE TaKTHYECKMX OCOOEHHOCTeH mpu
NPOBCACHNH OTAE/BHBIX CNIE/ICTBEHHbBIX JICHCTBHH, H3yUeHbl U MPOAHATH3HPOBAHbI
MCTOYHUKH LUQPOBLIX CIIEI0B, BbISBIEHBI MpoLeccyaabHble OCOOEHHOCTH HX
H3BATHA W uCcnenoBanus. HayyHas HOBHM3HA nMCCepTAlHOHHONO HCCNICIOBAHMS
3AKIIOYACTCA TAKKe B HOBH3HE [0JIOJKEHHH, BBIHOCHMBIX HA 3allUTY.

Teoperuueckas 3HAYMMOCTb JUCCePTALIHOHHOIO UCCIIEI0OBAHHS
ONPENENIACTC pacCMOTPEHHEM paHee He HM3YYeHHBIX MpOOJIeM, CBS3aHHBIX C
PacciclloBaHNeM  HE3aKOHHOr0  000poTa  OrHeCTPeNbHOro OpyXHSL ¢
MCTIONE30BaHHEM HH(OPMALMOHHO-TEIEKOMMYHHKAI[HOHHBIX CeTel, B TOM YuCIie
ceTH «MHTepHeT», Kak CaMOCTOSTENLHOTO COCTAaBa MPecTYTUICHHS. [Tonyuyennbie
Pe3yJbTaThl, CHOPMYJIUPOBAHHBIE MOJOKEHHS M BbIBOJIbI paciiupsT 3HAHHS B
00J1aCTH YaCTHBIX KPUMHHATHCTHYECKHX METOINK pacciieIoBaHus NPeCTYIIEHH,
OCOOCHHOCTAX MOJNYYeHUS! KPUMHHATHCTHYECKH 3HAYUMO UH(pOpMaLMK  Ha
[ICPBOHAYAIBHOM M MOCICAYIOUIEM 3Tanax pacclel0BaHus IPECTYNICHUH
JaHHOTO BH/IA.

IlpakTHyeckas 3HaYUMOCTD HCClien0BAHMS Npe/ICTaB/ieHa B TMOJOKEHUAX U
BBIBOZAX, ODOCHOBAaHHBIX B [HCCEPTAlHH, pPa3pabOTAHHBIX pPEKOMEeHAaLUsX,
MOBBILAIOLMX  IQQEKTUBHOCTD PACCIIEIOBAHMS MPECTYIICHHH, CBS3AHHBIX o
HC3aKOHHBIM ~ O0OPOTOM  OTHECTPEJBHOTO  OPY)KHS € MCIONb3OBAHUEM
HH(OPMALHOHHO-TEIEKOMMY HUKALIMOHHBIX CETel, B TOM 4HCie CeTH «HMHTepHETY.

M3noxkennele B paGoTe  TeopeTHueckue MONOKEHUS NpaKkTHYeCKHe



PEKOMEH/IALMKH MOTYT ObITh MCIOIb30BaHbI MPU U3YUEHHH YUEOHbBIX AHUCUHMIUIMH:
«Kpumunanuctuka»,  «Meroauka  pacciaenoBaHMs — OTACJIBHBIX ~ BHJIOB
MpecTyIyieHui» B 00pa30BaTebHbIX OpraHu3alMsX BbICIIEr0 00pa30BaHMs, B
paMKax MOBbILLICHUS KBATU(GUKALKUK COTPYAHHKOB IIPAaBOOXPAHHUTENIbHBIX OPIaHOB,
[IPY MOATOTOBKE yUeOHBIX U METOJAMYECKUX MaTepUaJIOB.

BbiBOIBI JTUCCEPTALIMOHHOTO MCCIeI0BaHKs H.A. Crondosoi
MOJTBEPXKJAKOTCS OOIIMPHON >MNMpUYeckoil 0a3oif, koTopas mnpeacTaBieHa
pe3ynbTaTaMH, [OJY4YE€HHbIMH TpH aHanu3e 153  yromoBHeix nen, 70
OOBUHHUTENIbHBIX TMPHTOBOPOB, HAXOAALIMXCH B CJCICTBEHHBIX M CYAEOHBIX
opraHax HWpkyrtcko#i obnactu, Pecnybnuku Kapenus, PecnyOnuxku [arecran,
Kewmeposckoii, Boponesxckoi, Yenabunckoi obnacteit, Yeuenckoll PecnyOnuku,
Pecnybnuku Cesepnas Ocetuss. B Tekcre aguccepTallMM — MCIIOJb30BaHbl
pe3ysbTaThl aHKeTUpoBaHHUs 148 cienoBaresneil M ONEPATUBHBIX COTPYAHHUKOB
OpraHOB BHYTPEHHHX Jl€JI, 3aHHMAIOLLMXCs paccileOBaHHEM M pPacKpbITHEM
JAHHbIX [pecTyIUleHuH, a Takke 52 sKcrneproB, padOTAlOLIMX B JKCHEpPTHbIX
nogpaznenenusx  MBJI  Poccun.  DMmnupudeckyro  0azy  NpOBEJEHHOIO
MCCIIEIOBAHMs COCTaBMJIM JlaHHble O(QUIMAIBHONH MpPaBOBOW CTAaTUCTHUKH U
uHpopMmaunn MBJl Poccun, T'MALL MBJl Poccun; CBOJHBIE CTATHCTHYECKHE
ceenenusi Cynebnoro nemapramenta npu Bepxosnom Cyne P®; smnupuueckue
Pe3yJIbTaThl, MOJYYEHHBIE APYTUMHU YUEHBIMH [10 aHAJIOTMYHBIM BOIPOCAM.

Crenenb  OOOCHOBAaHHOCTH  HAyYHBIX  [OJIOXKEHHH,  BBIBOJAOB M
peKoMeH1aUuii, cHopMyIMPOBaHHbIX B JUCCEPTALlMH, @ TaKXkKe MX JOCTOBEPHOCTb
OﬁeCHe‘ICHa, IMPUMEHCHHEM COBOKYIIHOCTH pa3/IMd4HbIX MCTOOOB Hay4HOro
Mmo3HaHWss. MeToL0/N0orH4ecKyl0 OCHOBY pabOThl  COCTaBHJIM  BceoOluue,
o0lleHay4Hble W CNELUUallbHbIe METO/Abl TMO3HAHWA W OMIHUPUYECKOIO
UCCIIeIOBaHUA, Oiarojapsi KOTOPBIM HMcCleayemMbie TMpoOIeMBbl  MOABEPTIIHCH
BCECTOPOHHEMY aHalu3y, a MOJy4YeHHble pe3yJbTaTbl cOAepikaT 0OOCHOBAaHHE.
OcHoBOM aMccepTauMM BBICTYNMWJ JHAJEKTHYECKH MeTOA IO3HAHHUS, YTO
npenacrasisercss  Haubosee JPGEKTHBHBIM i TOAOOHBIX HCCJIEIOBAHMI.

C [IPUMCHECHHUEM CHCTCMHO-(byHKHHOHaﬂbHOFO H CHUCTEMHO-CTPYKTYPHOTO



METOIOB OBbLT HcciefoBaH (eHoMeH HHAOPMALMOHHBIX TEXHONOTHH M €ro
3JIEMEHTOB, €ro (PYHKIMOHAIIbHBIE MPOSBIEHNWA B IPECTYNHOH ACATEIBHOCTH.
Kpome Toro, npumeHsiuch (hOPMaibHO-TOTHYECKHe METOAbl — 0000IIeHus u
Kiaccupukauuu. AHaTM3 HE3aKOHHOro 000poTa OTHECTPEIbHOr0 OpYyXKHA C
HCIIOJIb30BaHHEM HH(MOPMAHOHHO-TEIEKOMMYHHUKAMOHHBIX CETEH, B TOM 4YHCIIe
ceTd  «VHTepHeT»,  CrOCOOCTBOBANl — OMNpPEHENEHUID  CTPYKTYPbI  €ro
KpMMMHATHCTHYECKOM XapaKTepPUCTUKM M YTOUHEHHIO KOPPEsLHOHHBIX CBA3CH
Mexay ee osemeHTamM. Ha ocHoBe cuHTe3a M 00O0OIIEHUS TMOJNYyYEHHBIX
pe3ybTaTOB BHECEHBl MPEMJIOKEHHs B alrOpUTM pabOThl ClEeN0oBaTels IpH
pacciieJOBaHUM paccMaTpuBaeMbIX —rnpectyrieHud. CTaTUCTHYeCKHH MeTo.
NPUMEHSJICS NPU aHaiu3e ¥ 0000IIeHHH IMITUPUIECKOTO MaTepuana o CyaeOHo-
CIIe/ICTBEHHOW MpaKTHKe pacciieloBaHUs HEe3aKOHHOIo o00poTa OrHECTPEbHOro
OpYXMs € MCIOJIb30BaHHEM HH(OPMALMOHHO-TEJIEKOMMYHHKAIHOHHBIX CETEH, B
ToM uucie cetu «MuTepHer». Braroaapst aHKeTUPOBaHUIO U MHTEPBbIOMPOBAHUIO
clefoBaTenel, 103HaBaresei, IKCIepToB U COTPYIHUKOB ONepaTHBHO-PO3bICKHBIX
nojpasieneHuii ObIIM  MONy4YeHbl JIMIMPUYECKME CBEIECHMS O pa3iIM4YHbIX
npoOiemMax, CBS3aHHBIX C paccile[lOBaHHEM YKa3aHHOIO BMJa IPeCTYIUICHHH.
Hcnonb3oBanuch MHbIE METOMAbl: CHCTEMHO-CTPYKTYPHBIA —aHalM3, METO/bI
HHAYKUMHM W JACAYKLUHH, I[IPOrpaMMHO-LEJIEBOM  METOA  pacclieOBaHUsA
NpecTyIUIeHUuH, MopenupoBaHMe MW JAp. HayyHas ucTHHA NOATBEpIKAACTCH
NPUHLUIIAMH BCECTOPOHHOCTH, OOBEKTUBHOCTH, CBS3H TEOPHHM U TPAKTHKH,
KOTOpPbIE IPUMEHSAKOTCA aBTOPOM B JHCCCPTALLHOHHOM HCCJICJOBaHHH.

Huccepranust U aBTopedepaT COOTBETCTBYIOT IPYT APYTY MO CTPYKType U
cogepxanuro. OnyOIMKOBaHHbIE COMCKaTeeM padOoThl B [OJIHOM Mepe OTpaxaroT
NOJTy4€HHBIE B XO/I¢ HAYYHOI'0 UCCIIeIOBaHUS BbIBO/IbI aBTOPA.

JlvcceprallMOHHOE  UCClieloBaHME — MOArOTOBICHO  Ha  Kadenpe
KpUMHHaAIUCTUKU B BoctouHo-Cubupckom unctutyre MB/1 Poccun.

Pesynbratel uccnenoBanus mpouuiu anpobauuio. [lo Teme uccrnenoBaHus
onyOnaukoBaHo 15 paboT, B TOM uuciie 5 HaydyHbIX CTaTed B peLEH3UPyeMbIX

Hay4HbIX W3JaHUAX, pekoMmeHJoBaHHBIX BAK nans nyOaukauuu pelynbTaToB



JuccepTalMoHHoro uccienosanus. [lpencrapieHHble B aucceprauuu HaydyHble
pa3paboTKH  BHeapeHbl B 00pa3oBaTeNbHLIM  MpolecC W HAYYHO-
ucenenosartenbckyr gaesteapHocTs @IKOY BO «PocTtoBckuii ropuauyeckuii
HHCTHTYT MuHHCTEepcTBa BHYTpeHHHX Aen Poccuiickoin @eaepauun», ®TbOY BO
«balikaneckuii rocyaapcTBenHslil  yHuBepcutet», OI'KOY BO «BocrouHo-
Cubupckuit nHcTHTYT MuHKMCTEpeTBa BHyTpeHHKX aea Poccuiickoit ®enepainmy;
B npakThueckyro aesitensHocTs ['Y MBJI[ Poccuu mno HMpkytckoii oGnacTw,
Bocrouno-Cubupckoro nuHeiitnoro ympasnenus MBJl Poccun Ha TpaHcmopre,
MBJl Poccun no PecnyGnuke Bypsatus. Pesynbrartel auccepTallHOHHOTO
MCC/IeI0BaHus OblIM Ipe/ACTaBlieHbl Ha MEKIYHAPOIHBIX, BCEPOCCHHCKHUX H
MEXKBY30BCKUX Hay4YHO-IIPAKTHYECKUX KOH(epeHIUsIX. Pe3ynbpTaThl MpoBe1eHHOTO
MCCJICIOBAHUs HCITIONB3YIOTCA B y4eOHOM Mpolecce MU MpPaBONPUMEHHUTEIBHOM
ACSATENBbHOCTH, YTO HAXOUT MOATBEPKICHHUE B aKTaX BHEIPCHHS.

Crpykrypa paboThl. JluccepTallMOHHOE HCCJIEN0BAHHME BKIOUYAeT B cebs
BBEJ/ICHWE, TPH [J1aBbl, 00bEAUHAIOLIME AecATh naparpadoBs, 3aKII0UeHHE, CITUCOK
JAMTepaTypel,  npujaokeHua.  CTpyKTypa  MCCICIOBaHHMA  COOTBETCTBYET
MOCTABJICHHOW LEeNM M MPEIACTABIsETCS JIOTMYHOW, MEXIy TJiaBaMH |
COOTBETCTBYIOLLUMMH I1aparpadaMy HMeeTcs CMbICIoBas CBA3b. [loJIOKeHHUs,
BbIHOCMMBbIE Ha 3alllUTy, M TEKCT Hay4HOH paboTel 001analoT BHYTPEHHHM
€IMHCTBOM,  3aWMCTBOBAHHsS  KOPPEKTHbBl, O  4Y€M  CBHJIETEJIbCTBYIOT
COOTBETCTBYIOLIHE CChUIKH Ha UCIOIb3YEMbI€ HCTOYHHKH.

Bo BBemenunm (c.4-20) aBTOp pacKphiBaeT aKTYalbHOCTh  TEMbI
JUCCEPTALMOHHOTO  HCCJIEIOBAaHWA W Omnpejenser CTerneHb €€ Hay4dyHOM
paszpaboranHoctu. CdopmynupoBanbl 00BEKT, NpeaMeT, LEJH W  3aaadyu
UCCIIC[IOBAHMS, OTpaXKaeTCs HayyHas HOBM3HA, OTMEYAeTCs TeopeTHUecKas M
NPAKTUYeCKas 3HAYMMOCTb pabOThl, ONMCHIBACTCS METOJOJIOIMS HCCIIeI0BaHUs,
0003Ha4aloTCA TEOpeTHYeCcKass OCHOBA, HOPMATHBHAs M AMIIUpHYecKas 0a3bl,
IIPUBOJATCs HAY4YHBIE TIOJIOXKEHHSA, BHIHOCUMBIE HA 3alUTY, a TakK)Ke JaHHble 00

anpodaLuy pe3yJbTaTOB.



[lepsas rmaBa (c.21-76) «Kpumunanuctuueckas —XapaKTepuCTHKA
HE3aKOHHOTO ~ 000pOTa  OTHECTPENILHOIO  OPYXKHSA €  MCHOJIB30BAHHUEM
MH()OPMAMOHHO-TETEKOMMYHHKALIMOHHBIX CETEH, B TOM YHC/Ie CeTH «HUnaTepHer»
BK/IfOYaeT B ce0s deTwlpe maparpada, B KOTOPBIX OTOGpakKeHsI pe3yabTarhl
MCCIICIOBAHNs, TIOHATUS M COCTABA KPUMHUHAIUCTUYECKOH XapaKTepPUCTHKH,
BBIABJICHBI KOPPEJISIUMOHHBIE CBA3H MEXK/IY 3JeMEHTaAMH KPUMHHAIUCTHYECKOMH
XapaKTEPUCTHUKH.

B nepsom  maparpade  (c.21-34)  «IloustMe W CTPYKTYpa
KPHMHHAIUCTHYECKON XapakTePUCTMKH HE3aKOHHOrO 000pOTa OTrHECTPEeNbHOro
OpY’kHS C HCHO/IL30BAHUEM HH(OPMALMOHHO-TEIEKOMMYHHKALIMOHHBIX CEeTeil, B
TOM 4HClie ceTn «MHTepHeT», aBTOPOM H3Y4YEHO MOHATHE KPUMHMHATHCTHYECKON
XapaKTCpUCTUKM ~ HE3aKOHHOI0  000pOTa  OTHECTPENILHOTO  OPYXKHS ¢
UCTIONB30BaHHEM HH(OPMALHOHHO-TEJIeKOMMYHHKAIIMOHHBIX CETel, B TOM 4ucIe
cetd «MHTepHeT», BhIeeHbI 0COBEHHOCTH ee 3IeMeHTHOro cocTaBa. B kadecTse
CHCTEMOOOPA3YIOIEro  J/eMEHTa  KPUMMHATHCTHUECKOH  XapakTepHCTHUKH
0003Ha4eH CMOCOO COBepLIEHHS MPECTYIUICHHUS, SIBISIOLMHCS CBS3YIOLLIAM 3BEHOM
1 00pasyloUMii KOppesiLIMOHHbIE CBA3H MEXIy BceMH diaeMeHTaMu. CoucKarellb
AHAJIU3UPYET pasnvHble HAYYHBIC MOAXO/b] K CYLIHOCTH U COAEPIKAHUIO JaHHOTO
[IOHATHS, HA OCHOBAHMH 4Yero (GOpMyYJIUPYET OnpezeneHe KPUMHHAIHUCTHYECKOM
XapaKTEPUCTHKK NPECTyILIEHUH HCCileAyeMOol HanpasieHHOcTH (c. 33), a Tarke
KOHKPETU3UPYCT CTPYKTYpY, BKIIOYAIOWIyl0 B cebs Ccrmocod coBeplIeHHs
[IPECTYTICHHS, MEXaHHU3M Clle1000pa3oBaHus, JTUYHOCTh MOJ03PEBAEMOro JIHIIA,
MOTHBBI €ro JeiCcTBHM, 06CTaHOBKY B KOTOpPOii cOBepiuaercst MPECTyIIEHHE H
NpeIMET MPEeCTYILICHHMS.

Bo Bropom mnaparpade (c.34-58) «Croco6 COBEpPUIEHHS M MEXaHHU3M
C1en000pa3oBaHus  HE3aKOHHOro  o6opora OTHECTPEJILHOIO  OPYXKHS ¢
HCTIOB30BaHHEM HH(OPMALIMOHHO-TEIeKOMMYHHKALMOHHBIX CETell, B TOM 4HCIIe
ceTH «MHTepHeT» coucKaTeNlb, ONUPasch HAa MHEHHS BELyLUHX YYeHBIX, aeiaeT
BBIBOJL O 3HAYUMOCTH JIAaHHOIO 3J€MEHTa KPUMUHAIMCTHYECKON XapaKTepPUCTHKH.

PaCCMOTpeHLI JIEHCTBUSA [NPECTYIIHUKOB B CTaJHH [IOJATOTOBKH, COBEPIIEHUSA H



COKPBITHS TAHHEIX TPECTYIIEHHH. ABTOPOM PacCMOTpPEHb! COCOOBI COBEPIICHHS
paccmarpuBaemoro Buaa npectymieHuid. Ha ocHoBe aHanuza  Hay4HBIX
UCTOUYHUKOB, Pe3yJbTaTOB COLMOJIOIHYECKOr0 OIpOCa W H3YYEHHS MAaTepHAIOB
YTOJIOBHBIX JIeJ1 CJIeJIaH BBIBOJ, O TOM, YTO JHIA, OCYLIECTRIISAIOLIME HE3aKOHHbBIH
000pOT ~ OTHECTPEBHOTO  OPYKHS C  HCIONB30BAHHEM  HH(YOPMALHOHHO-
TEICKOMMYHHMKALIMOHHBLIX CeTed, B TOM uuciie ceTd «VHTepHeT», mis CBoei
NPECTYMHOH [eATENBbHOCTH MCHONB3YIOT COTOBbIE Tele(OHbI, CTALMOHAPHEIE
KOMIIBIOTEPbl M HOYTOYKH, C MOMOLLBK KOTOPBIX pa3sMeniaT WH(GOPMALUIO O
MPOJaXKe OrHECTPEIbHOIO OPYXKHS U €ro OCHOBHBIX 4acTed B ceTH «KHTepHET».
ABTOp OTMEYaeT, YTO HE3aKOHHO OpYyXKHe Yallle BCEro MpHoOpeTaeTcsi UMEeHHO
uepe3 ceTb «HMHTepHET» (0KO0sI0 75 %). CouckaresieM oOpallleHO BHUMaHHE Ha TOT
(hakt, 4TO HE3aKOHHBIH 06OPOT OPYKUs B GONBLIMX 00BEMAaX OCYIIECTBISETCS Ha
pa3snMYHBIX MHTepHeT-mIartdopmax, Takux Kak «DarkNet», «Deep Weby, «Dark
Web» «BMG — BlackMarketGuns», a cpeiacTBoM omiaThl  BbICTYNaeT
KpUNTOBaNOTa. MHTEpECHBIM C TOYKH 3pEeHHsi onpejesieHus HOBbIX CIOCOOOB
COBITA OpYXKHs TPEACTABIACTCS IPHBEAEHHbIE B TekcTe naparpada mpuMepsl
(c. 44), XapaKTepu3yloll{e HE3aKOHHBIN Cr0cO6 H3rOTOBIEHHS OPYKUS U ero
JacTed Ha 3D-npuHTepe, a TaKxke KOMOMHMPOBAHHOTO OTHECTPELHOIO OPYIKHUSL.
CoseplilleHHO CNpaBe/IMBO aBTOPOM ONpenenseTcs MpobieMa, CBs3aHHAs ¢
pacnpocTpaHeHHeM B ceTh «MHTepHeT» HHCTPYKLMI 10 cOOpKe OpysKHs, KOTopas,
Ha CeroHALIHHI JI€Hb 3aKOHOJATENIEM He YPeryJIHpOBaHa, HO Ha Hee HeoOXOIMMO
00paTuTe BHMUMaHWe M JaTh eif NpaBoByl oleHKy (c.48-49). B mnpouecce
HCCIIEIOBAHMSl [TUCCEPTAHTOM YCTAHOBJICHA CHCTEMa ILHU(MPOBBIX CIEAOB M HX
UCTOYHUKOB, KOTOpPbIe (POPMHUPYIOTCS NPH COBEPLIEHHS YKa3aHHBIX IPECTYIHBIX
JNEHUCTBUH.

Tpetuit naparpad (c. 59-76) «XapakrepucTuka JTHYHOCTH, COBepIIAIOIIeil
HE3aKOHHbIM  O00OpPOT  OTHECTPENLHOrO  OpYKHS  C  HCIOJIb30BAHHUEM
MH(POPMALMOHHO TeIeKOMMYHHKALMOHHBIX ceTeil, B ToM uncie cet «MHTepHeT»
MOCBSILIEH HW3YYCHHIO JIMYHOCTH [IPECTYNHUKOB, COBEPIUANOIIMX HEe3aKOHHBIH

000pPOT ~ OTHECTPENBHOTO  OPYKHS C  HCIOJIB30BAHHEM 1H(OpMAaLIMOHHO-



TEIEKOMMYHHUKAIIMOHHBIX ceTell, B Tom uucie cetu «Murtepuer». Ha ochoBe
aHayiu3a CyJaeOHO-CIeACTBEHHOH MNpPaKTHKH MPEIOKeH KPUMHHAIUCTHYECKHH
MOPTPET JIMYHOCTH TPECTYNHUKA. IJTO MYKUYHMHBI, He cocTosllMe B Opake, B
BO3pacTe 36-45 seT. ABTOPOM cCHpaBelVIMBO OTMEYEHO, YTO [JaHHbIE BO3PACTa
JIMLA, KOTOPbIM COBEPIIAET HE3aKOHHLIH 000POT OrHECTPEILHOrO OpPYKHS,
COBNAAOT C BO3pacTOM JIML, KOTOPBbIE TPOSBIAKT AaKTHUBHOCTh B CETH
«HHrepHe™ (c. 64). B naparpade onpejesieHo, 4To 1aHHBIE THIA UMEIOT Cpe/IHee
cneuuapHOe  00pazoBaHHe; OQMUHUAIBLHO TPYJAOYCTPOEHBI ([0  TPYAOBBIM
JI0r0BOpaM), WIH HeOQULUHANLHO (MMEILHe MePHOUYECKHe I110ApaboTKH) B
MECTax ¢ HaJIM4YHMEM TOKApHOro o0opynoBaHMs (aBromacTepckue, Lexa I1o
obpaboTKe MeTania ¥ T.J.), BIAJEIOT HaBbIKaMHM paboThl C TOKAPHBIM H
(pesepoBounbiM  obopymoBanuem.  OTMmeueHo,  uUTO  paccMaTpHBaeMble
NPECTYIUIEHUs, COBEPIIAIOTCS TPYNIOM JHIL, 4YTO YKa3blBaeT Ha HaJIHYHE
OpraHu3aTopa NpecTyNnHOW ACATENbHOCTH U YeTKOe pacnpeiesieH’e poJieil BHYTpH
NMpecTYNHO! rpynnel. OnpeneneHo, 4To peanusalys MPecTyHOH AeSTelbHOCTH B
COBEPLICHUH PACCMATPHBAEMOr0 BHJIA NPECTYIIEHUH CTAHOBUTCS BO3MOXKHBIM 32
CYeT  3HAHWH, YMEHWH M  HABBIKOB  HCIOJIB30BaHHs  MH(OPMALHOHHO-
TEJIEKOMMYHHKaLHOHHBIX CETEH, B TOM 4Hcie ceTH «MHTepHeT». ITo onpeaenser
CBA3b JHYHOCTH MNpeCTyITHUKa COo cleaamMu NpecTyJICHHuA H criocodbom  ero
COBEpLIEHHS.

B uyerBeprom maparpade (c. 76-87) «llpeamer mpecTymieHHs Kak 3JeMeHT
KPUMHHATMCTHYECKOM XapakTePUCTHKH HE3aKOHHOrO 000poTa OrHECTPEeNbHOIo
OpYy’KHsl C MCIOJB30BaHHEM HH()OPMALIMOHHO-TENIEKOMMYHHKALMOHHBIX CeTeil, B
TOM 4ucie ceTH «MHTepHeT» NMpoBeleHHbIM HCCIIE0BAHUEM aBTOP YCTAHOBHII,
Y4TO INpPU HE3aKOHHOM 00OpOTE OTHECTPENILHOrO OpYXKHS C HCIOJIBb30BAHHEM
HH()OPMaLIMOHHO-TEIEKOMMYHHKALIMOHHBIX CETEH, B TOM YHCIIE CeTH «MnTepHeT»,
IIPEAMET MPECTYMIEHUS] CUHTE3UPYET B cebe 1Ba KOMIOHEHTa, OAHH U3 KOTOPbIX
MarepualbHbIH, a BTOPOH — HeMaTepHallbHbIif. B TekcTe naparpada ormeueHo, uto
B paMKax HCCJIelyeMOro BH/a MPECTYIUIEHWH NpeaIMeTOM sBIIsSeTCs HelerajbHoe

OTHECTPEIBHOE  OpY)KHe, KOTOpOe CTajJl0o TaKOBLIM B MTOre JeHCTBHIA,
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COBEPLICHHBIX ¢ MCIONb30BAHMEM HMH(OPMALMOHHO-TEIEKOMMYHUKALMOHHbIX
ceTed, B ToM umcie ceTd «MurepHer» (c. 82). Takxke AMCCEPTAHTOM OTMEHEHO,
4TO HEMATEPUAIbHBIM TPEJIMETOM PACCMATPUBAEMOIO BUJA MPECTYIIIeHUH MOryT
BBICTYNIATL CBEACHHA O TMPOJAKE HEJICralbHOr0 OrHECTPEIBHOIO OpPYHKHS.
Jlicceprant npennaraeT BHECTH HEKOTOPbIE 3aKOHO4Te/IbHbIe H3MEHEHHS B YaCTH
YTrOJIOBHOM OTBETCTBEHHOCTH 3a yKa3Hbie aeiicTBHA (c. 87).

Bropasi rnasa (c.88-136) «OpranuzauuoHHble OCHOBBI pacciie0BaHHS
HE3aKOHHOr0  00OpOTa  OrHECTPEJIBHOTO  OPYKHS € HCIIOJIb30BaHHEM
MH()OPMALOHHO-TEJEKOMMYHUKALIMOHHBIX CETel, B TOM YHCIIe CeTH «HMurtepHeT»
COCTOMT M3 TpeX mnaparpadoB, B KOTOPbIX pacCMaTpHBAIOTC OCOOEHHOCTH
NOMyYCHUS. NEPBOHAYAIbHOW KPUMUHAIMCTHYECKH 3HAYMMOW WH(POPMALUH O
HE3aKOHHOM  000pOoTe  OrHeCTPelbHOr0  OpYXKHS ¢ HCIIOJNB30BAaHHUEM
MH(OPMALHOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETel, B TOM YMCJIe CETH «HnTepHer»,
€€ TPEIBAPUTENIHOH MNPOBEPKH W OLEHKH, OpPraHM3allMd EPBOHAYAILHOTO |
MOCJIE LY IOLIET0 3TarnoB paccieoBaHuUs. OTtpaxeHsl 0COOEHHOCTH
B3aUMOJCHCTBUsL  CllejloBates (N0O3HABaTeNs) C ONEPAaTHBHBIMH W MHBIMH
MOAPA3ACICHUAMH OpPraHOB BHYTPEHHMX JIel W JPYTHMM CTPYKTYpaMH H
opranusauusmu (CMU, onepatopamu coToBoii CBA3M U T.1.).

B nepsom naparpade (c. 88-97) «Ocobennoct Bo30YykKIaCHHS YIOJIOBHBIX
ACT N0 MPECTYNJICHUAM, CBS3aHHBIM C HE3aKOHHBIM 0DOPOTOM OrHECTPEIBHOrO
OPYKHsl C HCHO/IB30BAaHHEM HMHQOPMAlMOHHO-TEIEKOMMYHHMKALIMOHHBIX CeTeil, B
TOM 4HCIie ceTH «MHTepHeT», aBTOPOM paccMOTPEHbI pacOpOCTPAHEHHBIE TOBOIbI
AJ1s BO30YIK/IEHHS YrOJIOBHBIX €] 10 MPeCTYIUICHHSIM, CBSI3aHHBIM ¢ He3aKOHHbIM
0DOPOTOM ~ OTHECTPENLHOTO  OPYXKHS C  HCIIOJb30BAHUEM MH(OPMALIMOHHO-
TEJICKOMMYHHKALMOHHBIX ceTeld, B ToM uuciie cetd «MHTepHeT», Ha 3Tamne
TIPUHSATHSL COOOIIEHHS O MPECTYIUIEHHH (MPOLEHTHOE COOTHOILIEHHE MOBOJOB JUIS
BO30YXK/IEHHs yrOJIOBHOTO JieJla OMpefie/leH0 Ha OCHOBAHUM 3KCIEPTHOrO
onpoca) (c. 96).

Bo Bropom mnaparpade (c.98-114) «XapakTepucTvka TMOMYHBIX

CICNCTBEHHBIX  CHTyaUWid M BBUIBUKCHHE BepCHMH [MpH  pacciefoBaHWH
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HE3aKOHHOTO  000poTa  OTHECTPEJIBHOrO  OpyXHs ¢ UCIOJIb30BAHUEM
HH(OPMAIHOHHO-TENEKOMMYHUKALIHOHHBIX CeTeil, B TOM YHMCIIC CeTH «IHTEepHETY,
onpejie/ieHbl OCHOBHBIE CIIE/ICTBEHHBIC CHTyalldH Ha KakKIOM M3  3Talos
paccnesioBaHus. B KakIOH CHUTyalud ONpelelieHbl 4acTHbIC CIICACTBEHHBIC
BepCUU. ABTOPOM YKa3blBAa€TCsl, YTO BbIIABHKEHHE CJIC/ICTBEHHBIX BepCUN BIIUSET
Ha TIOJTHOTY, BCECTOPOHHOCTh U 00BEKTUBHOCTE PACC/IeI0BaHuUs U ONPEICIIHCT Cro
HarpaBJICHHE C YHeToM CKHaﬂbIBa}OLﬂeﬁCﬂ B KOHerT]Ibli‘:i MOMEHT BpeMcHH
CJIeICTBEHHOM CUTYallHH.

B tperbem mnaparpade (c.115-136) «OcobeHHOCTH B3aHUMO 1€ CTBHUS
cregoBaTeNss  (Ho3HaBaTens) MNP PacCACOBaHHM — HE3AKOHHOIO obopora
OTHECTPEJIbHOIO OpyKusi C MCTI0JIb30BaHHEM UHPOPMAIMOHHO-
TeIleKOMMYHMKALMOHHBIX CeTeil, B TOM 4Yucie ceTd «MHTepHeT» IMCCEpTaHTOM
AHAJIM3UPYIOTCS M M3y4alTcs  BOMPOCHl  B3aWMOJCHCTBHMA  CJENOBATEA
(no3HaBaTens) C COTPYJAHMKAMH ONMEPATUBHBIX M MHBIX MOJpa3/eleHnH OpraHos
BHYTPEHHUX €], a TakiKe ¢ TAKUMH CTPYKTypaMHu U OpPraHU3alUsAMH KaK CMMU,
onepaTopaMM COTOBOHM CBf3M M T.A. B jucceprauvu OTMe4aeTcs, HTO
pe3yibTaTUBHOCTD B3aHMO/ICHCTBHS caenoBarelis (no3HaBaTesns) é
IPEJCTABUTENSIMM  Pa3jMYHBIX  CTPYKTYp W OpraHuW3auuii  3aBUCMT  OT
KA4eCTBEHHOr0 HMH(pOPMALMOHHOTO OOMEHa M COBMECTHBIX MEPONpPUATHH IO
BBISIBJIEHHIO M PACKPBITHIO HE3aKOHHOro 000pOTa OrHECTPEelIbHOro OpYXHs ¢
MCIIO/Ib30BAaHUEM MHQPOPMALMOHHO-TEICKOMMYHHKAIMOHHbIX CETeH, B TOM YHCIIE
cetd «VMHTepHeT»; C YyCTAaHOBJIEHHEM BCeX €ro Y4aCTHHMKOB, BKJIOYas
opranusaTopoB. B maparpade  aBTOpOM  pacCMOTpPEHbI ~ HampaBiCHHS
B3aMMOjieiicTBUsL  cienoBarels (03HaBaTelisi) C pasiM4YHBIMM CyObEKTaMH M
cayx6amu (MBJl Poccun, Pocreapaus, @Cb Poccuu, @TC Poccun u Jp.) B
paMKax pacciie/IOBaHHs  YKa3aHHbIX MPECTyrUIeHHil. ABTOpOM oOpalleHo
BHMMaHHe Ha B3aUMO/elcTBHe cliefoBarelis (IO3HaBaTesd) C IMOJpazJe/eHHEM
BCTM B crtpyktype MBJ] Poccuu (c. 126). PaccMoTpeHb 0COOEHHOCTH
B3aUMOJICHCTBUS C MHCTUTYTaMM IPaXIaHCKOTO OOLIECTBA M XO3SHCTBYIOLIMMHU

CY6’B€KT3MH. ABTOpOM OTMEYCHO, qTO B3aHMOJIEHCTBHE ciaegoBartelis



(no3HaBaTens) ¢ YKa3aHHBIMM  CTPYKTypaMH M OpraHu3alusMy,  TpH
pacclIeOBAHMM  HE3aKOHHOro  000poTa  OTHCCTPEJBHOrO  OPYXHA €
MCIIOJIb30BaHHEM HH(POPMALIHOHHO- TIEKOMMYHHKALMOHHBIX CETeH, B TOM 4HCIe
cet «VIHTEpHET», [O3BONSET 3HAYWUTEIBHO [OBBICHTH KaueCTBO H ypOBEHDL
paccie/loBaHuA MPECTYIICHUI YKa3aHHOH KaTeropuH.

TpeThs riaBa AMCCEPTALMOHHOIO HCCIeI0BaHK (C. 137-189) «TakTH4eCKHE
OCOOCHHOCTH  MpOBEICHHA  OTAENbHBIX  CIEICTBEHHBIX  JACHCTBUU  MIpH
paccieloBaHHM  HE3aKOHHOro  00opoTa  OTHECTPEJIBHOrO  OpyXus €
HCTIONB30BaHKEM HHAOPMALMOHHO-TENIEKOMMYHHKAIIMOHHBIX CETeH, B TOM YuCIIe
cetn «MHTepHET» COCTOMT 3 Tpex naparpaoB, B KOTOPBIX PacCMOTPEHDI
TAaKTHUYECKHE OCOOEHHOCTH INpOBEEHMs TAKUX CIEJCTBEHHBIX ACHCTBMH, KaK
OCMOTp, JONpOc, O4HAs CTaBKa M JAp. Takke pacCMOTPEHBI BHIbI cyneOHbIX
SKCHEpTH3, Ha3HAYaeMbIX [PH  PACCeJ0BaHUM  HE3aKOHHOro  obopora
OTHECTPEJIBHOTO OpYKUsl C MCIIOTb30BaHUEM MH(GOPMALHOHHO-
TeNeKOMMYHHKALMOHHBIX CeTeil, B TOM uuciie ceTh «MHTepHeT.

Iepssiit maparpad (c. 137-154) «OcobenHOCTH TPOBEICHUSA CIEACTBEHHOIO
OCMOTpa IpH Paccle0BaHUH HE3aKOHHOro 000pOoTa OrHECTPENBHOrO OpYkKHs C
MCIIOIB30BaHUEM MH(OPMALIHOHHO-TEIIEKOMMY HUKALMOHHBIX CeTeH, B TOM YHCIIE
CETH ((I/IHTepHeT» MOCBALLECH BOIMpoOcaM CJICJACTBEHHOIO OCMOTpa W TaKTHUKH ero
nposejeHust. JMccepTaHTOM M3y4eHbl M  [POAHATH3UPOBAHBI TAKTHYECKHE
0COOEHHOCTH OCMOTpa MeCTa MPOMCLIECTBHA H OCMOTP B KHUJIMLIE, OCMOTP
OTHECTPEILHOIO OpPYKHs, KOMIIBIOTEPHOM TEXHMKHM M MHBIX YCTPOHCTB, KOTOPbIE
CHAYKUIH KaHalaMH CBSI3H JJs TPECTYIHUKOB, 3aHMUMAIOLIMXCSH HE3aKOHHbIM
060pOTOM ~ OFHECTPEJIBHOTO OpYXHS C  HCIONb30BaHWEM HH(GOPMALHOHHO-
TeJCKOMMYHHKALHOHHBIX ceTeil, B ToM uucie cetH «lHTepHeT». ABTOPOM
000CHOBaHa HEOOXOAMMOCTb TIPHBJIEYEHHUs K OCMOTPY COOTBETCTBYIOLIMX
CHELMATUCTOB, ¢  Leabld  oOHapykeHus, GukcauMd ©  COXpaHEHMs
COOTBETCTBYIOLLMX CJie10B B HHpopMmanuy (c. 150).

Bo BTopom naparpade (c. 154-170) «OcobeHHOCTH MPOU3BOACTBA 10NPOCa,

OYHON CTaBKH NPH PacCiIeOBAHHUU NPECTYIUIEHHH, CBA3aHHBIX C HE3aKOHHBIM



00OpOTOM  OTHECTPEJIBHOrO  OpYXKHS ¢ HCIOJIL30BAHHEM MH(OPMAIIUOHHO
TeleKOMMYHHMKAIIMOHHBLIX ceTel, B ToM uucrne cetu «MHTepHeT» aBTOPOM
paccMOTpeHbl Hawbosee pacHpOCTPaHCHHbIC BHBI A0MPOCa B 3aBUCHMOCTH OT
MpoleccyalbHOro craryca JIMLA: CBHACTENs, [0/103peBaeMoro, 00OBUHAEMOTO.
OrnpejeneH nepedyeHb BOIPOCOB, KOTOPbIE TOKHBI BXOIHT B IIPEAMET A0Npoca ¢
YYETOM CIIOCODa COBepIleHUsl NPEeCcTyIUIeHUss W JMYHOCTH J0MpaliMBacMoro.
[IpejacraBienbl peKOMeHIALMKM TaKTUYECKOrO XapakTepa, HalpaB/ieHHbIE Ha
[OBbILLIEHHE KayecTBa pAacCjeloBaHUs HE3aKOHHOro 000pOTa OrHeCTpPe/lbHOro
OpPYXKHS C MCIONb30BaHUEM HH(POPMALHOHHO-TEIEKOMMYHHKALMOHHBIX CeTeH, B
ToM uncie cetu «MuTepHe™. B conepkanuu naparpada npeacTaBleHbl Mephl 110
PEOOIEHUI0 MPOTHBOAEHCTBUs CliefioBaTeNieM (103HaBaTeseM) CO CTOPOHBI
ponpaiMBaemMoro juna (c. 163). ABropom 0003HaYeHBI LEIH M 3a1aqdd OYHOM
CTABKM TIPM PaCCleOBAHMM PACCMATPHUBAEMBIX IPECTYIUICHHH, OIpe/Ie/IeHbI
TAKTHYECKUE TIPUEMBI €€ TIPOBEAEHHS.

Tpetuii naparpad (c. 171-188) «Mcnoab3oBanue cnelMalbHbIX 3HAHUH TpHU
pacclieloBaHMH  TPEecTYIUIeHHH, CBA3aHHBIX C  HE3aKOHHbIM ~ 0DOPOTOM
OTHECTPEILHOI0 OpyKHs C MCITOIBb30BaHUEM UH(MOpPMaLIMOHHO-
TeJeKOMMYHHKALMOHHLIX ceTel, B ToM uucie cetH «MHTepHeT» mnoceslleH
MPUMEHEHHUIO CTIENUATbHBIX 3HAHUH MPU PacclieJOBaHUU JaHHBIX MPECTYINICHUH.
ABTOpDOM OTMe€YeHO, uTO clefoBaTenyd (J03HAaBaTelH) TMPUMEHSIOT — Kak
nporeccyaibHy0 (GOpMy creuualbHbIX 3HAHMM, TaK ¥ HE IMpoLecCyalbHylo, K
KOTOPOW  MOXKHO  OTHECTH  CIPaBOYHO-KOHCYJBTAUHOHHYKO  JAEATEIbHOCTH
crieuManucra. B 3Toi GopMe cmenuanucT OKasbiBaeT IOMOIIb B MOATNOTOBKE H
MPOBEJIEHUH CIIEJICTBEHHBIX JEHCTBHI, IOMoraer cQopMyJiIupoBaTh BONPOCH
nepen SKCIEPTOM, pazbsCHSAET CTOPOHAM  BONPOCHI, BXOAsIIME B  €ro
npodeccHoHalbHYO  KomreTeHUMIo. [IpoBedeHHbIM  AMCCEPTAHTOM  aHallu3
cynebHO-CIeICTBEHHON TMPAKTHKK [10Ka3al, 4TO OCHOBHOH MpoleccyallbHOH
(dopMoO#i crielHalbHBIX 3HAHWH, NNPUMEHAEMOH IMPH PacC/e0OBaHMM yKa3aHHbBIX
NpeCTyIUIeHUH, siBiseTcsi cyneOHas skcneptusa. ABTOp ONpeAeaHs, HYTO IpH

HE3aKOHHOM  00OpOT€  OTHECTPEJIbHOIO  OpYXHUS € HCMOJb30BaHUEM
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HHDOPMALIHOHHO-TEIEKOMMYHHKALIHOHHEIX CeTel, B TOM uucje ceTH «HTepHeTy,
Hallue BCCI'O HA3HAYAKOTCH CIICAYHOLIKMC Cy,[lC6HblC IKCIICPTHU3bL: GaHHHCTH‘-ICCKaH,
KOMIIBIOTEpPHO-TeXHHYeCcKas, JaKTHJIOCKOMUYecKasi, TKaHed M BBIIEJICHUH
Yell0OBEeKa, TpacoJOrMyecKas, JKCIepTu3a MaTepHalloB, BEILECTB W H3JCIHH,
UH(OPMALIHOHHO-aHAIUTHYeCKas U Ap. B paboTte orMeyeHO, YTO NMPHOPHTETHOE
3HaueHue OyJeT UMeTb Ha3HauyeHue Ccy/Je0HONM KOMIbIOTEPHO-TEXHUYECKOH
DKCIIEPTH3bl, KOTOpas  Mojpasfensercd Ha  allapaTHO-KOMIIBIOTEPHYIO,
NPOrpaMMHO-KOMITBIOTEPHYIO, MH(POPMAIMOHHO-KOMITBIOTEPHY O u
KOMITBIOTEPHO-CETEBYIO0 JKcnepTuly. KommiekcHoe NpoBeleHHEe KOMIIBIOTEPHO-
TEXHHYECKON SKCNEepTU3bl MMeEeT CYILIEeCTBEHHOEe 3HayeHue Ui TIOBbILIEHHS
3G GEKTUBHOCTH NPEABAPUTEIBHOIO PACCICI0BAHMS YKA3aHHbBIX [TPECTYIUICHHH.

B 3zaxmouenun  (c. 189-194) noaBoasiTcsi  MTOrH  IPOBEIAEHHOIO
HCCIIeJOBaHuUs, KpaTko  copMylIMpOBaHbl ~ OCHOBHbIE  BBIBOJAbI  TI0
COBEPLICHCTBOBAHUIO  METOJMKM  paccie/loOBaHHs  He3aKoHHoro  oOoporta
OTHECTPEeJIbHOTO OpyKHs v MCI0JIb30BaHHEM MH(}OPMaLMOHHO-
TEIIEKOMMYHHKALMOHHBIX ceTed, B ToM uucie cetn «MutepHer», obocHoBaHa
HEOOXOIUMOCTh BCECTOPOHHEIO H3yueHUs] LUM(POBLIX CJIEeI0B W IPUMEHEHHs
CIeLHaAJIbHBIX 3HAHUH 10 JaHHBIM MIPECTYMJIEHUSAM, IIPeCTaBlIeHbl PEKOMEHALHH
IO MOBBILIEHHIO 3(QPEKTUBHOCTH PABOOXPAHUTEILHON AESTeIbBHOCTH H ONKCaHbl
NEPCIIEKTUBBI JallbHel1lIero ueeae0BaHus B JaHHOH cdepe.

B npunoxenusix (c.226-243) npeacTaBiieHbl AHKETBI M Pe3yJbTaThl
WHTEpPBbIOUPOBAHUS COTPY/AHHUKOB PaBONPHUMEHUTEBHBIX OpraHoB,
3aHMMAIOIINXCSl  PacC/ie/IOBAHMEM MPECTYIUICHUH, CBS3aHHBIX € HE3aKOHHBIM
00OpOTOM  OTHECTPENIbHOIO OpYXkKHMsl C MCIOJIb30BaHHEM HH(POPMALUHOHHO-
TEJIeKOMMYHHKALIMOHHBIX CeTeH, B TOM uucie ceTtd «VIHTepHeT»; cmpaBka O
pe3ylbTaTaX U3ydeHHUs YIOJOBHBIX JeJ]; CKPUHIIOT TOproBoi miomankd «BMG —
BlackMarketGuns»; ananmuTuyeckas crnpaBka [0 pe3yjbTaTaM 0000LIeHHs
CIIEZICTBEHHO-CY1e0HOM MPaKTUKM O HE3aKOHHOM 000pOTe OrHECTPENBbHOTO
OPYKHs C MCNOJb30BaHUEM HH(OPMALIMOHHO-TEIEKOMMYHHUKAIIHOHHBIX CeTel, B

TOM uucie cetd «lMHTepHeT», Ha TeppUTOPUM pa3IHYHBIX CyObekToB P®D 3a
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2019-2023 rr.; ciioBaph OpY>KEHHBIX TEPMUHOB, UCIONB3YEMBIX MPH HE3AKOHHOM
00opoTe OrHecTpe/bHOrO OpyKus B ceTd «MHTepHEeT»; MOIe/Ib 3/I0yMbILITICHHHKA
M ero mnoreHiuan B cdepe oOpalleHds € KOMIBIOTEPOM; pedepar Mo
KOMIbrOTEPHOHM mnporpamme «HesakonHBIH 000pOT OpYKHA € HCIOIB30BaHHEM
HWHPOPMAIIMOHHO-TEIEeKOMMYHHUKAIIMOHHBIX ceTell, B ToM uucie cetd «MurepHeT».

Juccepraunonnoe uccienoanue H.A. CtonboBoit B LeJOM OLIEHHBAeTCs
MOJIOYKUTEJILHO, OJHAKO CJIeAyeT OTMETUTh, YTO HEKOTOPBIE MOJIOKEHHMS U BbIBO/IbI
MOTYT BBICTYITUTH TIOBOJIOM JUIsi TUCKYCCUH B Mpoliecce myOIM4YHOMN 3allUThI:

1. TpeOyer yTouHeHHe MO3ULHSI aBTOPA, OTPAXKEHHAs B MIEPBOM IT0JIOKEHHUH,
BRIHOCUMOM Ha 3amuty (c.13) o TOM, YTO KOMIBIOTEp OTHOCHUTCI K
UHGOPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHBIM ~ CETSIM U BBICTYIIAeT CpPEeACTBOM
npecTymuieHus. Takke X0Teloch Obl YC/IbIIIATE MHEHHE COMUCKATE/IS O TOM, KaKue
MMEHHO «CIELMATbHbIE MEPbl M HWHCTPYMEHTBD» BO3MOXHO TIPHUMEHHUTb sl
paccieloBaHus U MPeceyeH st pacCMaTPHUBAeMOro BU/1a MPECTYTUICHHH.

2. TpeOyeT NOMOJHUTENBEHOW apryMeHTalWy MO3ULHS aBTOpa, U3JI0KEHHAs
BO BTOPOM IOJOXKEHHMH, BbIHOCHMOM Ha 3amuty (c.13-14), a HMEHHO,
«Heo0XoAMMO o00palllaTh BHUMAHUME Ha pasMelleHHe Ha MHTEpHeT-pecypcax
noapoOHoi uH(opMalKK 0 cOOpKe W M3TOTOBIEHHM OTHECTPEIBHOIO OpPYIKHS,
KOTOpasi ClIOCOOCTBYET PACIPOCTPAHEHUIO HEJIETalbHOIO OFHECTPEIBHOIO OPYIKHs
myTem oOpallleH!si MPECTYITHUKOB K TaKMM MHCTpyKuusam». Kakum obpaszom, U B
KaKOM COOTHOIIEHHH OTHOCHTEJIBHO COJEepKaHus crnocoba CcOBepLIEHHMS
MpPEeCTyIUIeHUs] pa3MellleHde Ha HWHTepHeT-pecypcax MoApoOHOH HHbopMaunH
crIocoOCTBYET pacnpOCTPAHEHHIO HEJIEraJIbHOrO OHEeCTPEIbHOTO OPYXKHUSI.

3.B TperbeM mnoONOXKEHMHM, BBIHOCMM Ha 3alMrTy (c. 14) couckaTenb
ompeensieT cleAyolIHe Cloco0bl COBEPILIEHHS pacCMaTPUBAEMbIX NPECTYIIIICHUMN:
«TpOJaXka HeJerajJlbHOr0 OrHECTPEJBLHOIO OpYXKHS uepe3 WHTEPHET-ILIOLIAIKH,
UCTIOIB30BaHHUE 3aKPBITHIX (POPYMOB HIIU MEeCCEHKEPOB /11 COBEPILICHUS CIEJIOK;
nocpeaHuyecTBo». OpHako, coriacHo aucnosuuuu cr. 222 YK PO® u
[ToctanoBnenuss Ilnenyma BepxoBHoro cyna Poccuiickoit ®Penepauvu 0T

12.03.2002 r. Ne 5 «O cyneOHOMH npakTHKE M0 JejiaM O XULIEHUH, BBIMOTaTeIbCTBE
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U HE3aKOHHOM 000pOTe OpyKHs, GOETPUIIACOB, B3PIBUATHIX BEIIECTB H B3PbIBHBIX
YCTPOHCTB»  OaHHbIe  CcHOCOObI  3aKOHOAaTeleM  He  0003HAa4YeHbl, a
«I10CPEJHHYECTBO» OTHOCHTCHA B YIroJIOBHOM IIpaBe K HHCTHTYTY COY4aCTHs B
MPEeCTYNJICHHH. HpeI[J'IO)KeHHOC dBTOpPOM I10JIOKCHHUE, BBIHOCHMMOC Ha 3auuTry,
TpeOyeT yTOYHEHMS C MO3ULHMH KPUMHHAIMCTHYECKOH TEOPUM M [MPAKTHUKH
paccienoBaHus pacCMaTpUBAEMOI0 BUJIA TIPECTYTITEHHIA.

4. PaccmatpuBas  BOIIPOC MCMONB30BaHWUS  CIHELMANbHBIX 3HAHUH npu
paccieioBaHHM  MPECTYIUIEHWH,  CBA3aHHBIX € HE33aKOHHbIM  O0OpOTOM
OTHECTPEIBLHOIO OpYKHsl g HCIIOJIb30BaHHEM MH()OPMALIHOHHO-
TEJICKOMMYHUKALIMOHHBIX ceTed, B Tom yucie cetu «Murepuer» (c. 171-188),
aBTOp 0003HauaeT cyaeOHbIe IKCIEPTU3bl, KOTOPhIE HMEIOT 10Ka3aTeIbCTBEHHOEe
3HayeHue. OmHako B TeKkcTe maparpada He HAILIO OTPaKEeHWE NpPUMEHEHHe
BO3MOXKHOCTEH Cy/e0HOH (OHOCKONHUYECKOH W CyAe0HOH JIMHIBUCTHYECKOH
3KCMEPTH3, KOTOPbIE BXOST B METOAMKY PACCiieI0BaHUs IaHHBIX MPECTYILIEHUH 1
HUMEIOT BA)XXHOE Jl0OKa3aTelbCTBeHHOe 3HaueHue. Clrelnyer oOpaTHTh BHHUMAHHE
COMCKaTelss Ha TOT (akKT, YTO Ha3BaHHE OTHE/bHBIX CyAeOHBIX 3KCIIEPTU3 B
JUCCEPTALMOHHOM UCClIeIOBAHUH (Hanpumep, reHeTHyecKkas,
KPUMHMHAIMCTUYECKAs OKCIEpTH3a MaTepualioB BElIECTB W M3AeIHil), He
COOTBETCTBYIOT HMX Ha3BaHHIO, oTpaxeHHoMY B Ilpukaze MBJI PO or
29.06.2005 r. Ne 511 «Bonpocsl opranusauun cyaeGHbIX SKCIEpTH3 B SKCIEPTHO-

KPUMHHAJIUCTHYECKHUX MOAPA3JICICHUAX OpraHOB BHYTpeHHUX Aen P®d), [lpukaze

Muntocra Poceun ot 20.04.2023 . Ne 72 «OG6 yrtBepkaenuu Ilepeuns poJoB
(BUIOB) CyneOHBIX 3KCHEPTU3, BBINOIHIEMBIX B (benepalbHBIX OHOIKETHBIX
CyneOHO-3KCIIePTHBIX y4pexaeHusx MuHwocta Poccuu, u Ilepeuns sKcnepTHBIX
CIIELIHATBHOCTEH, MO KOTOPBIM TPEOCTABISETCS MPABO  CAMOCTOSTENLHOTO
MPOU3BOJICTBA CYAEOHBIX 3KCNEPTH3 B (elepalbHbIX OHOKETHBIX Cyae0HO-
OKCIIEPTHBIX yupexaeHusXx Muniocta Poccun». Tak e aBTopy ClieyeT yTOUHHTS,
KaKk OH BHMIAHUT BO3MOMKHOCTH O0€CIIEYECHHUS] KOMILIEKCHOCTH KOMIIbIOTEPHO-
TEXHHYECKOH JKCMEPTH3Bl COBMECTHO C APYTMMH BHJAMM 3KCIIEPTU3, M KaKHe

3aJ1a41d OHH Oy/1yT pa3pelars.
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5.B  nuccepTallHOHHOM — HCCIEGJOBAHMM — ABTOpP  YJeJWl  BHUMaHUe
TAKTHYECKHM OCOGEHHOCTSM TIPOBEEHHMs] HEKOTOPBIX CIEACTBEHHBIX NEHCTBHH,
TAKUX KaK CJICACTBEHHbIH OCMOTp, Jompoc U ouHas ctaBka (c. 137-170). Oanako
clejlyeT  OTMETUTh, 4YTO [IPM  PACCIeN0BaHWM  HE3aKOHHOro  obopoTa
OTHECTPEJILHOTO Opy KU C HCIOJb30BaHHEM UH(POPMALIUOHHO-
TelIeKOMMYHUKALIMOHHBIX ceTeil, B Tom uncne cern «lHTepHer» MoryT
NPOBOJAUTBLCA M APYTHE CJICACTBEHHBIC ACHCTBHS, KOTOPBIM, K COXaJICHHIO, HE
GbUIO y/eNeHO [OCTATOYHOTO BHMMAHWS B JaHHOM HccienosaHuu. K takum
CJIEICTBEHHBIM JeHCTBUSAM OTHOCSTCS, HANpUMep, CIeACTBEHHBIH JKCIIEPUMEHT,
KOHTPOJb W 3alMCH [EPeroBOpoB, MOTy4eHHE MH(OpPMALUKU O COCAMHECHHAX
MeX 1y a0OHEeHTaMHU U (K1) a0OHEHTCKHMH YCTPOHCTBAMH, U JIp.

[To uTory usydeHus MpeACTaBIEHHbIX TEKCTA JMCCePTaLMH, aBTopedepaTa 1
HAY4YHBIX MyOJMKalMA aBTOpa MOMKHO C/AE/IaTh ClIe/yIOLUe BbIBO/BI.

1. ucceprauus CronboBoi Haranbu AJleKceeBHBI HamnucaHa
CaMOCTOATENbHO, 00J1a/laeT BHYTPEHHUM €IHHCTBOM, COJIEPKHUT HOBBIC HAy4YHBIC
[I0JIOKEHMS!, BbIJBUraeMble s NMyOJWYHOM 3alluThl, W CBUACTEIBCTBYET O
JMYHOM BKJajZe aBTopa B HAyKy KpuUMHHaIucTHKa. Pabora He COAEpXKHT
HEKOPPEKTHBIX 3aMMCTBOBaHMil (OpMrMHaIBHOCTH 54,62%; cosnamenus 19,9%;
uutuposanust 17,28%; camoumtuposanus 8,2%), B TEKCTe HCCIEI0BAHUS
MMEIOTC CCBUIKH HA MCMOJb3yeMble MCTOuHMKM uH(popmauuu (nm. 10, 14
[TosoKeHHs O MPUCYXACHUH YUEHBIX CTENEHEH, YTBEPIKACHHOIO NTOCTAHOBJIEHHEM
[IpaButensctBa Poccuiickoii ®epepanun ot 24 centadpsa 2013 r. Ne 842).

2. y6nukanuun CronbGoBoit Haranen AJieKCEeBHBI OTpakalOT OCHOBHBIC
TTOJIOKEHHS ee AUCCePTalMK, NPEe/ICTABIEHHbIE HayYHbIe TPY/bl BKIIOYAKOT B ceOs
JI0CTATOYHOE KOJIMYECTBO cTarei, onyOJMKOBAaHHBIX B pelEH3UpPYEMBbIX Hay4YHBIX
W3aHMSIX, PEKOMEHI0BaHHbIX Bpicmeil aTTecTalMOHHON KOMHUCCHEH TIpH
MuHHCTEpCTBE HAyKH W Bbicliero oOpaszoBaHusi Poccuiickon ®enepauun A
ONMyOIMKOBAaHHS OCHOBHBIX HAYYHBIX pe3ylbTaToB auccepTammid (nm. 11, 13
[Toso)keHHs O NPUCYKACHUU YUEHbIX CTENEHEH, yTBEPIK/ICHHOIO OCTaHOBJICHHEM

IIpaButennbcTBa Poccuiickoi Menepaunu ot 24 centsiops 2013 r. Ne 842).



18

3. ABrop mucceprauuu Cronbosa Hatanes AnekceeBHa 3aciyXuUBacT
MPUCYKJEHUS WCKOMOI ydeHOH cTermeHu KaHAMIaTa FOPHAMYECKUX HAyK IO
HAay4HOH CIIelHaNbHOCTH 5.1.4. YTron0BHO-NIPaBOBbIE HAYKH.

OT3bIB MOJArOTOBIEH HayalibHUKOM Kadeapbl KPHMHHAIACTHKH OMCKOH
akagemun MBJI Poccny KaHAMIATOM IOPHAHIECKHX HAYK, JOLEHTOM I OpLIKOBBIM
Muxaunom Muxaiinosuuem (cnemuanssocts 12.00.09 — YromosHbiid mpoLecc,
KPUMHHAJMCTHKA, OMepPaTHBHO-PO3bICKHAS AESTEIBHOCT), AOLEHTOM Kadeaph!
kpumuHanuctukd Omckoit akagemuu MBJI Poccun xaHauaaToM HOpUAMHECKHX
Hayk, noueHtom Heynokoesoii MpuHoii AJiekcaHapOBHOW (CreLHalbHOCTb
12.00.08 — VYromoBHO¢ NpPaBO U KPUMHHOJOTHS; YIOJIOBHO-HCIOJIHUTC/IBHOC
[paBo), CTAPLIKM TNperoaaBaTenem Kadeapsl KpUMUHATHCTUKH OMCKOH akaeMuH
MBJI Poccum KaHmumatoM lopuauveckux Hayk Tioneesod  EneHol
AJleKCaHIPOBHOI (crenuanbHOCTh 5.1.4 YT0lI0BHO-PABOBbIE HAYKH).

OT3bIB OOCYXk/JeH M Of00peH Ha 3aceJaHHu Ka(eapbl KpUMWHATHCTHKH
(enepanbHOro roCyAapCTBEHHOTO Ka3eHHOTo 00pa3oBaTebHOro YyUpexIeHHs
Beiciiero obpaszosanus «Owmckas akajaemMus MuHHCTEpCTBa BHYTPEHHMX €I

Poccuiickoii Penepaunn» 6 mas 2024 r. (mportokos 3aceaanus kapeapst Ne 17).

HauanbHuk kadeapbl KPUMHHATHCTHKH . / /

Owmckoii akanemuu MB/I Poccuu

KaHJAMJAT IOPUANYECKHX HAYK, JOLEHT M M. I'opiukoB
i \—t__—-—--"_'
P a\ J/c/é{l FPLE[{CL@ \/ J
6’6 ot Tl |

%EHH}I o Be,uymeﬂ OpraHu3aluH:

Q)eﬂeba.nbﬂoe rocyJlapCTBEHHOE  Ka3eHHOe o00pa3oBaTelibHOe — YUPEKACHHE
BoIcLIero obpazoBanus «Owmckas akageMus MUHHCTEPCTBA BHYTPEHHHX Jell
Poccuiickoit @enepanunn»

644092, r. Omck, np-t Komaposa, 7

Ten.: (3812) 75-01-80

AJipec 3JIeKTPOHHO#M NoYTh: oma@mvd.ru

Anpec oduuumansHoro caiira B cetu «MHTepHeT»: https://oma.MBA.pd.





